Internet Explorer Settings before Registering Digital Certificate

1. Compatibility Check.
( Use O/s Windows 7 and above )

o Internet Explorer Ver 8.0 & above.
e Cipher Strength 128 bit and above.

2. Create Internet Explorer’s Short Cut icon on the Desktop or Pin it to the Task bar
1. Click on the windows Iogo on the Key board search for “Internet Explorer”, right click on the Internet Explorer option and

choose “Send To” and then select “Desktop (create shortcut)”.

Scan for viruses

Programs (2) . Check reputation in KSN
l /€ Internet Explorer ] % Kaspersky Application Advisor
. [=  Edit with Notepad++

Control Panel (4) Add to archive...

Change the search provider in Intemet Explorer B Addto iexplorerar’
Turn sutocomplete in Internet Explorer on or off B Compress and email...

Change how web pages are displayed in tabs Compress to "iexplore.rar” and email

Delete browsing history MD5 Bluetooth device
Documents (39) Pin to Taskbar gmaressed Zipned) folde
<lp.p
[=  Edit with Notepad++ it
T 52 Fax recipient
_J  Mail recipient
] Share with "B Teamviewer
Files (17) LIE B WinSCP (for upload)
Internat Evmtarer Restore previous versions £ DVD RW Drive (D)
Send to vlle2 cpas2is8a234) @)
Cut
57 See more results Copy
Delete
Internet Explorer % || Shutdown | » |
Properties
3.Internet Options Settings
Go to Internet Explorer --->Tools ----- > Internet Options
& Internet Properties - Security At Risk ? =
a) GO to the “Ge neral” tab General \Secunty] Privacy 1 Com:ent] Connections 1 Programs I Advanced | | .
i & Temporary Internet Files and History Settings @
lome page 3
e Click on “Settings” Button (Y Toceatehomessge s, bpe cach addresson s onnine: | yenpgry Infemet Fes

https://www.google.com/ Internet Explorer stores copies of webpages, images, and media

for faster viewing later.

¢ Click on Every time visit to the web page.( First Option )
e Click OK

(@) Every time I visit the webpage

() Every time I start Internet Explorer

I £ H
L

Browsing histary - ;
() Automatically
dE Delets temporary files, history, cookies, saved passwords, -
¥ and web form information. (O Never
Delete browsing history on exit Disk space to use (3-1024ME) 250 =

{Recommended: 50-250MB)

Current location:

Search 1 C:\Users\user\AppData\LocalMicrosoft\Windows\Temporary
(’;‘ Change search defaults. Internet Files\
&
Tabs 3 [ Move falder... ] [ View objects ] [ View files
Change how webpages are displayed in
tabs. History
Appearance Specify how many days Internet Explorer should save the list

of websites you have visited.
Colors ] [ Languages ] [ Fonts ] [ Accessibility ] Days to keep pages in history: 0 =

o | o |

) Internet Properties - Security At Risk 2 |G

General Security ]Privav:y ] Conhent] Connections ] Programs ] Advanced ]

b) Click on “Security”

'E'::.' Your security settings put your computer at risk
Select a zone to view or change security settings.

@ G}. 7 ® Remove tick on Enable protected mode ( Available only in Win 7 onwards)
- v
Internet Local intranet  Trusted sites Rezih;csbed i) Select Internet

Internet (]

@ This zone is for Internet websites,

except those listed in trusted and
restricted zones.

n
o
&

Click on “Custom Level” Button.

In all options wherever PROMPT /ENABLE option is there it should be clicked.
In the last option ( User Authentication : Logon )

Click on “Prompt for user name and password”

Click “OK”.
- Your security settings are below the recommended . . . . .
level, putting your computer at an increased risk of Click “Yes” on warning “ Are you sure you want to Change the Securlty settlngs for this zone
online attack.
- To change the settings, dick Custom level, “.
-To use the recommended settings, dick Default level.

[ Enable Protected Modwmrnet Explorer)
([ Custom level... ]D Default level ]
e —

Reset all zones to default level

Security level for this zone

Custom

OK I Cancel | Apply |




c) Click on “Advanced”
eUnder Security ( Scroll Down )

eDeselect Use SSL 2.0 and Select TLS as shown in the figure

oClick “Apply”
oClick “OK”.

4. Download and Install the Signing Control

a) If you are using 32-bit operating system then Click the link below to download SnorkelClientSuite32.zip in a folder, after the
file is extracted double click to install the extracted files.

http://stockholding.com/SnorkelClientSuite32.zip

b) If you are using 64-bit operating system then Click the link below to download SnorkelClientSuite64.zip in a folder, after the
file is extracted double click to install the extracted files.

http://stockholding.com/SnorkelClientSuite64.zip

¢) If you are trying to login using any browser other than Internet Explorer (like Chrome or Edge browsers) please download

* Internet Properties - Security At Risk @l—]

General ] Security ] Privacy ] Conhent] Connections ] Programs Advanced l

Settings

Enable DOM Storage

Enable Integrated Windows Authentication™

Enable memory protection to help mitigate online attacks™

Enable native XMLHTTP support
nable SmartSoreen Flte

Use S5L 2.0

Use 551 3.0

Use TLS 1.0

Use TL5 1.1
Use TLS 1.2

arn aboUT Ceruncate adaress mismat
[C] warn if changing between secure and not secure mode
Warn if POST submittal is redirected to a zone that does n

« [ Tl 3

*Takes effect after you restart Internet Explorer

Restore advanced settings ]

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default
condition,

You should only use this if your browser is in an unusable state.

Ok | Cancel

wsSnorkletinstall by clicking on the link below, double click the file to install:

http://stockholding.com/wsSnorkletinstall.exe

5. After registering the certificate (Process is explained in the registration document) use the following URL to Access the Site.

For Transnet NSDL: https://transnet.shcil.com/net/debit/main

For Transnet CDS https://transnet.shcil.com/net/debitcdsl/cdsl_main



https://transnet.shcil.com/net/debitcdsl/cdsl_main
https://transnet.shcil.com/net/debit/main
http://shcil.com/SnorkelClientSuite64.zip
http://shcil.com/SnorkelClientSuite32.zip

